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Immunity

DANH MUC

i Cyber Wellness
for A Trusted Vietham

VE vCI Nha tu van va thuyc thi chién lugc bao mat tong thé —
Vi doi ngli hon 200 chuyén gia, bao gém cac Hacker
m trang va ky su bao mat chirng nhan quéc té.
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DICH VU

VNPT MSS - Managed Security Service

Nén tang quan tri an ninh mang toan dién cho CSO/CISO

Giam sat - diéu tra - san tim - (rng ctru trong mot nén tang thong nhat
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Giam sat an ninh toan dién
Theo ddi 24/7 cac hanh déng, hanh vi

lién quan dén an ninh théng tin dién ra trong
hé thdng mang.
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Diéu tra so

Thu thap va phan tich bang ching sé tur cac
thiét bi k§ thuat s6 nham xac dinh nguyén
nhan, nguon gdc va ddi tugng cua cudc tan
cbng.
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Ung ctru su c6

DaGi ngli chuyén gia VCI tu van cac
bién phap nham muc dich ngan chan, xt ly,
khac phuc cac cudc tan céng vao ha tang

co s& cua khach hang

6/

San tim méi nguy

San tim va c0 18p cac moi de doa tiém an trén

hé théng khach hang, két hop co sa dit liéu tinh
bdo mang clia VNPT dé phat hién cac tdn cong
vugt qua giadi phap bao mat hién cé.
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DICH VU

DICH VU

DICH VU

VNPT Pentest - Penetration Testing Service
Xac dinh va loai bd 16 hdng bao mat trén trng dung Web/APP

Loai bo diém yéu trudc khi bi khai thac

o e s

M6 phdng tan cong Phat hién 16 héng Dua ra khuyén nghi Tuan tht tiéu chuan
dé kiém tra murc do trong Web/App/ khac phuc chi tiét danh gia quoc té
an toan hé thdong Network

VNPT Red Team

Mot chién dich tan cong thuc su

Kiém chirng kha nang phong thu thuc té

o e s

Kiém tra toan dién M6 phdng cac Danh gia nang luc Do luong
hé théng, con chién dich tan céng phat hién & phanitng MTTD, MTTR
ngudi va quy trinh c6 cha dich (APT) (soc)

VNPT Security Audit

Kiém dinh & danh gia tuan thu an toan thong tin
Dam bao tuan thu & t6i vu bao mat

® © © o

Ra soat cau hinh va Danh gia theo tiéu Phat hién diém yéu Deé xuat cai tién
kién tric bao mat chuan (ISO 27001, hé thong & nang cap
PCIDSS,...)

Nang luc duoc kiém chirng

CEH CTIA  CHFI CISA
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R VNPT MIS - Managed IT Service

Van hanh hé thong 6n dinh, t6i wu va san sang 24/7

Bao mat & t6i uu hiéu nang
"o "02 "3
4 4 4

Giam sat, van hanh hé théng  Quan tri thiét bi, cau hinh va Cap nhat, va l6i va t6i uu hiéu

CNTT & ATTT 24/7 chinh sach bao mat nang hé théng
G“/ 65/

Sao luu & khdi phuc dit Pam bao van hanh theo tiéu

liéu khi xay ra sy co chuan an toan théng tin

DICH VU . . o o
VNPT Phishing Awareness Training
Khong chi la bai kiém tra — day la khoan dau tu chién lugc vao kha nang
phong thu va phuc héi lau dai ciia doanh nghiép.
Kiém chirng kha nang phong thu thuc té
"o ‘o2 ‘03 "o4

4 y y Y

M6 phong cac Do luong ty 1€ click, Danh gia mirc do Bao cao chi tiét
chién dich phishing nhap thong tin nhanthirc theotirng  va dé xuat cai thién
thuc té nhay cam ca nhan/phong ban

DICH VU

VNPT Cybersecurity Advisory
Tu van an ninh mang téng thé

Toi wu chi phi dau tu bao mat

o ey ‘o

Chuan héa diéu hanh, Danh gia mic do Nhan dién & giam thiéu rdiro
dam bao ATTT trudng thanh ATTT

W >
Xay dung kién tric ATTT,

DevSecOps, bao vé van hanh lién tuc
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prerw VNPT CTIP - Cyber Threat Intelligence

Tham bao an ninh mang chi déng

Hi€u ké tan cong dé dua ra quyét dinh

o e s

Thu thap & phan Canh bao sém Phathiénroridirliéu Ho trg doanh nghiép
tich dir liéu moi chiéndichtancong,  trén Internet, chl déng phong thu
de doa toan cau loC, TTP Dark Web

GIAI PHAP

VNPT Smart IR - Smart Incident Response
Phan mém bao vé diém cudi thong minh & tu déng hoa

Khong chi la phan mém anti-virus

o e s

Phat hién & ngan Tu ddng co lap thiétbi Thu thap dir liéu Giam sat hanh vi
chan ma doc, bi nhiém phuc vu diéu tra s6 bat thuong
ransomware

aEmE NPT loT Guard

Giai phap bao mat cho thiét bi IoT
Giai phap thong minh cho d6 thi thong minh

61/ 62’/ 6"’/
Bao vé thiét bi loT (camera, Giam sat tién trinh va cau hinh  Phat hién va ngan chan
smart home, cam bién...) thiét bi hanh vi bat thuong

. o

Tuong thich da nén tang, Dam bao hiéu nang va
dé dang trién khai & capnhat  van hanh on dinh

VNPTCYBER.IO




Moi nhu cau firewall
Mot nha cung cap duy nhat

VNPT Cloud Web Application Firewall

Tuong lira i'ng dung Web trén nén tang Cloud

Bao vé rng dung web, dam bao van hanh lién tuc

@ (= ®
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Bao vé website & API trudc Ngan chéan tah cong DDoS Trién khai nhanh, khéng can
cac tdn cong OWASP Top10  tang trng dung thay d6i ha tang

(04) ‘o5
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Dam bao hé théng hoat dong  Dap trng tiéu chuan an toan
lién tuc 24/7 thong tin (PCIDSS, ISO 27001)

aam NPT Next-Gen Firewall (NGFW)

Tuong ltra thé hé méi

Bao vé toan dién ha tang mang va trung tam dir liéu

“o1 o2 “03
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Kiém soat truy cap va Bao vé hé thong trudc cac méi  Tich hop bao mat mang,
luu lwvgng mang chuyén sau de doa nang cao & zero-day dir liéu, web va DNS

Co4 "0

Hé trg VPN, tinh san sang cao  Van hanh én dinh, hé trg
va mé rong linh hoat ky thuat 24/7

T VNPT S-Gate

Giai phap tuong ltra théng minh cho hé thong cap do ATTT
Dam bao tuan thu va bao vé hé thong moét cach linh hoat

o w us)

Dap tng yéu cau an'toan Quan tri tap trung, giao dién Cai dat tu dong, van hanh
thong tin theo.cap do quy dinh  than thién don gian qua Cloud/App

KM/ %

Kiém soat truy cap, Hé tro nhiéu phan kh
ngudi dung va trng dung phu hop nhiéu quy mé

chtrc
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DICH VU

DICH VU

SAN PHAM

VNPT Family Safe

Dich vu quan ly Internet an toan trong gia dinh
Bao vé tré em va gia dinh trén mdi truong s6
o ) o

Bao vé toan bd thiét bikétnéi  Chan ndi dung doc hai, Itra Quan ly thai gian str dung
trong mang gia dinh dao va ma doc Internet theo khung gi&

o o

Kiém soat irng dung, game, Giup xay dung théi quen st
mang xa hoi dung Internet lanh manh

VNPT S-Defender

Siéu irng dung bao mat
Bao vé toan dién nguoi dung trén moi truong sé
« o o

Giam sat danh tinh, cdnhbao  Chan website doc hai, Chdng virus, ma doc
rdi ro va bao vé tai khoan canh bao Ilra dao truc tuyén va bao vé thiét bi

- o

Quan ly trg dung, ndi dung Bao vé giao dich truc tuyén
va thai gian str dung an toan

VNPT CyCare

Bao hiém an ninh mang, chia sé rui ro thiét hai tai chinh phat sinh tir cac sy
co lién quan téi an ninh mang

Danh cho Doanh nghiép
61/ Bao hiém ton that tai-san dir liéu 09 Bao hiém trach nhiém truyén thong

65 B30 hiém cac hanh vi phat sinh
16i Ki thuat

sz Bao hiém trach nhiém quyén riéng tu

@

gian 1an chuyén tién
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VE vCI

Nang luc toan cau Bdn linh Viét Nam

La thuong hiéu an ninh mang chién lugc ctia VNPT, VCI héi tu nang luc
cong nghé chuan quac té va ban linh Viét, xdy dung kha nang mién dich
mang — kién tric phong thu cht déng noi bdo mat khong con la phan trng
khan cap, ma la nang luc cot 16i dugc van hanh moi ngay.

Bao mat chi dong, van hanh lién tuc

400+ 91M+ 395M+

Chuyén gia irng ctru sy c6 Dir liéu tham bao dugc luu trir  Su kién ATTT dugc ngan chan
moi thang

300+ 200+

Zero-day phat hién méi nam Ky su an ninh mang in-house

International Cybersecurity *Theo Gidi vd dich An ninh mang Xé&p hang trong linh vuc
Championship 2025 Thé.gidi 2025 (T6 chc tai Nga) an ninh mang

Top 3 Top 1
P \p/

ZDI Ranking (IBM) Luc lugng Su kién hacking week & Nga
hacker mii trang

Top 14 Top 7
N4 e

Doi tac quoc té

SECUI ® GROUP-IB

o Microsoft

4% paloalto kaspersky F::RTINET THALES
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